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According to Microsoft, Zero Trust is now ‘the top security 

priority’ for 96% of the interviewed security decision makers, 

while 76% were currently in the process of implementation. 90% 

of those interviewed stated that they were ‘familiar’ with Zero 

Trust and able to pass a knowledge test. The nature of this test 

and the appropriate right answers weren’t provided. 

Why Zero Trust isn’t  
a shortcut to security
If you read recent reports like this one from Microsoft  
then it’s likely that you’re feeling behind the curve in  
terms of your organisation’s adoption of Zero Trust.

Until recently, Zero Trust was a term used to describe implementing some fairly 

straightforward networking and administrative concepts and controls - using 

tools like VLANs and role-based firewalls. Now, it seems to be a heaving mass of 

buzzwords and products, with nobody in the security community quite sure how 

it happened.

It’s clear that Zero Trust is now the latest silver bullet in the Executive’s gun 

chamber. A notion that CISOs everywhere can pay lip service to when putting 

together their next five-year plan. But according to Microsoft’s report, the 

biggest challenge facing adoption is the perceived investment and effort to 

actually achieve the principle in practice. Sound familiar?
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The reality of Zero Trust is that, for the most part, it’s nothing new.  

Despite this, Zero Trust has all the hallmarks of the next big  

security-as-a-service hype. 

2020 saw the first Gartner Magic Quadrant™ for Zero Trust Network Access,  

while the recent Microsoft report discusses the Zero Trust ‘vendor strategy’  

and choice between a ‘best-in-suite or best-in-breed approach’ involving  

the procurement of products, tools, and services from vendors. 

But organisations don’t need a specialist suite of tools or managed services to 

implement the foundations of Zero Trust. For the most part, the core principles 

of Zero Trust are inseparable from the best practices that security firms have 

preached for almost a decade.

As ever, the biggest challenge is convincing and mobilising the business to make 

changes which will have an impact upon processes and users. This isn’t a problem 

that can be solved through products, tooling, or managed services alone. Rather, it 

is a political one that needs consensus and commitment from all affected areas of 

the business, and a commitment to balancing security with usability.  

By looking beneath the veneer of ‘Zero Trust’ at a conceptual level, organisations 

can focus on implementing key, foundational improvements without splashing 

out on expensive security advice, services, and tools - which are likely to 

complicate the problem further. 

Zero Trust isn’t an off-the-shelf, silver-bullet shortcut to better cyber resilience. 
If a vendor is trying to sell you it in one neat package, and you don’t fully 
appreciate the challenges of implementation, it’s probably too good to be true. 
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The best practices 
underpinning Zero Trust  
are nothing new
By applying industry-accepted best practices across 
identity and access management, network segmentation, 
and asset inventory management, organisations can 
achieve defence-in-depth security.

Coverage across these areas is vital to reducing an organisation’s overall 

susceptibility to threats by reducing the likelihood of a breach, and where 

prevention is not possible, containing the ‘blast radius’.

Limiting the blast radius of a compromise has a number of 

advantages, for example, by ensuring that:

A set of compromised credentials does not allow unfettered access 

to many services.

A foothold on a network does not enable pivoting to other parts of 

the network.

‘Shadow’ assets do not enable attackers to circumvent controls 

elsewhere on the network.   
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Network  
segmentation

Asset inventory  
management

Identity and access  
management In essence, coverage across these key areas involves 

answering three high-level sequential questions:

We go into more detail on each of these key defensive components on the 

following pages.  

1 What is the network composed of?

2 Who (user roles and services) uses it, and for what?

3 How can it be segmented based on usage? 

JUMPSEC – Zero Trust

www.jumpsec.com 6www.jumpsec.com



Asset inventory 
management
Before implementing controls to protect the 
network it is important to understand what 
it consists of, how it is laid out, and how  
an attacker will target it during an attack. 
Central to this is how an organisation 
inventories and manages its digital assets. 

The three key areas of Zero Trust described by 
JUMPSEC are a core component of many industry-
accepted frameworks and standards such as ISO 
27001, the NIST Cyber Security Framework, and 
the CIS 18. However, the practicalities of effective 
implementation are not always covered in audits 
conducted from a governance perspective. The 
guidance provided in this eBook is intended to 
bridge this gap. 
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Effective asset management first and foremost helps defenders to understand 

their attack surface (what is exposed and susceptible to malicious activity) 

relative to their threat landscape (what malicious activity they will be exposed 

to based on the types of adversary known to target organisation’s of their type, 

and the associated techniques, tactics, and procedures (TTPs) and custom 

malware they use). 

When informed by this offensive security understanding and context, asset 

management allows organisations to, for example, quickly identify and react  

to emerging threats, such as 0-day vulnerability exploits affecting the specific 

technologies they use. An organisation with effective inventory management 

will have the visibility to be able to pinpoint exactly where instances of the 

vulnerable technology version are running on the estate to inform security 

monitoring, mitigation, and patching activities, increasing agility and 

decisiveness in a crisis. 

Effective asset inventorisation and categorisation  
therefore requires:

Information around the accessibility, exposure and presence of assets  

to understand their susceptibility to external threats. Having detailed 

information on external services and technology is important. A list of 

operating systems and IP addresses is not enough for a mature asset 

management and cyber security operating model. 

Service level definitions need to be in place to ensure useful information  

is collected. Operationally, this means collection of usage data about the 

service and technology used. This doesn’t mean merely recording that a 

server is, for example, externally facing and running Linux and Apache. 

Rather, specific information around the software versions and operational 

functionality should be collected to drive security activity informed by the 

asset’s context. 

Central management and visibility of assets to enable effective monitoring 

and intervention where suspicious activity is identified, or there is a change 

in susceptibility to compromise based on external changes to the threat 

landscape (e.g. emerging vulnerability exploits). 
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Why have organisations struggled to implement it?

Most organisations have a ‘flat’ asset / technology 

register replicating more static asset registers used by 

other functions of the business. This typically calculates 

risk based on the objective importance of a given asset 

based on the function it performs for the organisation 

(e.g. does it store critical data, is it central to core 

business processes, etc.). A primary symptom of this is a 

lack of verbosity in the data stored, reducing its 

usefulness from a security operations perspective.

The criticality of an asset to the organisation is not 

the same as its criticality to an attacker. Attackers 

often leverage assets and services of low importance to 

the business, but which provide the functionality 

required for them to traverse the network and achieve 

their goal. Therefore focusing and prioritising only the 

assets which are important to the organisation leaves 

them exposed to significant gaps in their network 

visibility and security coverage.

The subjective importance of an asset to a potential 

adversary can be understood by assessing the role or 

position of assets in terms of their role on adversaries’ 

likely routes across your network (sometimes known as 

an attack path). 

Organisations fail to implement their risk register in this 

way due to limited offensive security expertise amongst 

the individuals and teams managing asset registers. 

Without the necessary understanding of offensive 

security concepts, it is impossible to build and maintain 

the register in a way that is contextualised and therefore 

useful to security operations activities.
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Organisations with newer and older environments to manage typically face different challenges, with either too much 

and too little data due to the manual or automated method used to track and manage assets in the respective situations:

Legacy asset management systems often make use 

of documents or spreadsheets, resulting in minimal 

verbosity due to the tiresome process of documenting 

and updating inventory when assets are introduced, 

demised, or changed. Operating and updating a 

multi-thousand line spreadsheet documenting an 

estate consisting of vast amounts of physical and 

virtual servers necessarily means that the less data is 

stored and the less components are tracked, the 

easier it is to administrate - meaning relevant 

information is often omitted for practical reasons. 

Cloud-based services such as M365 have seen more 

organisations transition to centralised endpoint 

management solutions, where servers that are 

enrolled into the central management service can be 

much more easily tracked with real-time data. 

However, with autonomous asset management more 

data is naturally acquired. Too much data is arguably 

worse than too little if it cannot be satisfactorily 

ordered and searched to identify pertinent details.   

JUMPSEC – Zero Trust

www.jumpsec.com 10



Identity and access management
It is arguable that effective identity and access management is the most 
important factor and acts a lynchpin for the other two areas - particularly in 
modern IT estates leveraging cloud services where assets sit on or closer to 
the traditional ‘perimeter’ meaning historical methods of segmentation are 
less effective. 

Central to effective identity and access management 

is the principle of least privilege - simply, ensuring 

that all entities (be it user or service account, virtual 

machine, automation script) are only able to access  

the information and resources that are necessary for 

their own legitimate purposes. 

This means that all entities, both inside and outside of 

a network, must demonstrate that they possess the 

necessary privileges to access resources. When 

implemented, this may look like a password 

protected, multi-factor authentication VPN which 

must be used even if the user is connected to the 

company’s internal network. By requiring an entity to 

demonstrate it has the appropriate access, even 

when it is in what would traditionally be a ‘trusted’ 

network segment, organisations can prevent external 

adversaries from accessing sensitive information, 

whilst also preventing data being incorrectly shared 

with the wrong users. This is likely the origin of the 

Zero Trust term (which as we know has since taken on 

much broader meaning and conceptualisation).   

A significant number of attacks leverage 

misconfigurations and the innate functionality of user 

directory services (most commonly Microsoft Active 

Directory, in combination with cloud provider-specific 

user directory services) to escalate their privileges 

locally and on the network in order to traverse an 

environment and reach a point from which to cause 

harm. Given its importance to an attacker, effective 

identity and access management should be top of any 

security team’s priorities to build defence-in-depth 

against an attacker who is able to breach the network. 
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Why have organisations struggled  
to implement it?

For many organisations, usability (not security) was the priority 

for their user directory management and as such their current 

model has grown organically with the business over time. Now, 

organisations that have yet to implement more secure identity 

management infrastructure, processes and tooling find 

themselves unable to take the necessary steps without 

incurring significant operational disruption and expense - 

which most non-security stakeholders will naturally oppose. 

Some of the least secure practices frequently observed  

by JUMPSEC are:

Use of a single set of administrator accounts for all users 

and services, rendering the network ‘flat’ and maximising 

the ‘blast radius’ should an attacker compromise a 

high-privilege account

The allocation of excessive privileges to standard  

users beyond those required to perform their role, 

enabling access to capabilities and information that  

can be exploited by an attacker without requiring 

privilege escalation.

Re-use of service account credentials and permissions 

(such as default passwords that can be easily guessed) 

granting an attacker full control over an environment. 
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Best practice guidance has sought to combat these frequently 

occurring issues, since for example Microsoft’s Enhanced Security 

Administrative Environment (ESAE) (also known as the ‘Red Forest’ 

model), now superseded by the Privileged Access Strategy and 

Rapid Modernisation Plan (RAMP). These strategies broadly align 

with the concept of implementing a tiered enterprise architecture 

and governing them with multiple separate sets of administrator 

accounts which are used to perform specific functions and govern 

individual services and systems. 

The latter strategies referenced also go one step further - 

encouraging organisations to identify the specific workflows  

(or ‘authorised pathways’) that accounts must perform, and both 

blocking and monitoring for attempts to diverge from them.  

They also reference many of the terms and functions that are 

embedded within Red Forest. However, the main challenge with 

this guidance is that it incorrectly assumes that organisations are 

building on the already secure foundations of Red Forest. 

The guidance and resources made available often 
serves only to make the most secure organisations 
yet more secure. In reality, the foundational controls 
required are still absent for many.
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Network segmentation 
Alongside identity and access management, effective 
network segmentation contributes to reducing the 
‘blast radius’ of a breach, ensuring that an attacker 
landing at a point on your network doesn’t mean a 
full-scale compromise.

It’s generally accepted that an adversary will inevitably breach a 
network with enough time, motivation, and resources at their 
disposal. And in modern networks which are less reliant on a 
perimeter-based or ‘castle and moat’ approach (with more critical 
services sitting closer to or on the internet-facing part of the 
network) the risk of an attacker landing on, or close to, their target 
is drastically increased. 

Once on a ‘flat’ network without separation between critical systems  

and services, an attacker can pivot and manoeuvre unopposed.  

Network segmentation seeks to hinder the adversary; to slow down their  

ability to migrate and afford the defenders more time to react and contain,  

and prevent the attacker from causing real harm once on the internal network. 
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In addition to reducing the blast radius to prevent a full compromise in the event of a cyber attack,  

network segmentation can also be useful during and after an incident. For example:  

A segmented network means that the impact of a 

compromise is reduced; for example, only the HR 

team cannot access their resources today, whereas 

R&D and Finance teams can continue as normal; 

only the HR team need to have their laptops 

re-imaged, and so on. The fewer systems in a 

circuit, the less systemic the impact, and the 

quicker the clean-up. 

If a subnet can no longer be trusted, it can be 

completely isolated until purged of contaminants. 

In some incidents, it is necessary to disconnect the 

internet, deny staff access to resources, and then 

collect and re-image every single computer. In a flat 

network, these incident response and recovery 

tasks can effectively cripple an organisation.

A flat network will provide no easy answers of what 

data was accessed / taken. In a segmented network 

- e.g. where the segmented HR network WAS 

compromised but the R&D segmented network 

WAS NOT compromised - the extent and impact of 

an attack can be ascertained with greater accuracy 

during both triage and post-compromise recovery. 
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Why have organisations struggled to implement it?

In practical terms, network segmentation can be achieved through the 

implementation of separate domains (such as using different cloud tenancies / 

projects to house different domains pertaining to specific business functions and 

services), implementing specialist firewall rules, and deploying VLANs with 

dedicated switches and routers and Network Access Control (NAC) solutions. 

However, organisations often fail to implement effective network 

segmentation for a number of reasons, including:

Cost - Resource costs aside, network segmentation can incur onerous 

increases to hardware and/or software costs for physical and virtual 

segmentation respectively. Virtualised alternatives also carry a significant 

expense and require the expertise to perform correctly without leaving 

yourself exposed by using untested third-party code.

Complexity - Network segmentation is often a casualty of usability, as it 

introduces administration and orchestration challenges for the IT team with 

complex underlying systems and workflows to implement. A dearth of the 

required skills and expertise can prevent both effective implementation and 

ongoing management. 

Integration - Segmentation requires a clear understanding of business 

workflows and the systems and services that functions and departments use 

outside of the IT team. For example, if it fails to accommodate how HR users 

may require non-standard access to particular resources outside of a generic 

user account, this will lead to unproductive delays.

It’s clear that network segmentation and identity 
management go hand-in-hand. Both require IT to have an 
intimate understanding of the rest of the business in order to 
balance friction and security with the levels of access 
required for different users to perform their roles effectively. 
Where effective identity and access management and 
inventory management are also absent, network 
segmentation is almost impossible to complete in isolation.
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Practical recommendations 
for building a strong 
security foundation 
It’s clear that identity and access management, asset 
inventory management, and network segmentation  
are highly co-dependent and must be synthesised  
to yield maximum value. 

They also encounter many of the same challenges in that elements of their 

implementation sit outside the traditional remit of the IT team, and require  

buy-in and consensus from across the functional areas of the organisation.  

At its core this requires agreement that reduced productivity and user  

experience (at least in the short term) is in the best interests of the  

organisation in light of the security benefits that the changes will  

be accompanied by.
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Practical steps you can take to prepare the 
groundwork for implementing these foundational 
best practices include:

Setting up an interdepartmental working group with executive buy-in to ensure 

the need for implementation is understood and the potential for short to medium 

term disruption or efficiency loss has been considered and accepted. 

Assemble a verbose asset and technology register in a manageable format that 

can be accessed and interrogated by your security team (ideally it should be 

regularly refreshed with as little manual input as possible). This should include  

a profile of your external digital footprint that collates information such as:

• Asset complexity / size

•  Asset functionality (e.g. file upload)

• Asset location (country / office)

• Asset type

• Domain names used

• Frameworks used

• Infrastructure topology

•  IPv4 and IPv6 addresses and their 

relevant fully qualified domain name

• Languages used

• Operating systems

•  Related assets (e.g. hosted applications)

• Services exposed

• Technology stack

Even the most all-encompassing managed Zero Trust adoption project will fail 
without sufficient buy-in from stakeholders across the organisation, no matter 
how expensive the service is. You shouldn’t invest in anything unless you 
are prepared for the challenge of change. 
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Map your business workflows and user journeys 

for different roles and departments, and 

understand typical user behaviour patterns to 

identify atypical activity and out-of-scope systems. 

•  This should include both high-level mapping to 

identify broad interdependencies for functions 

and user roles, but also at a technical server-to-

server or resource-to-resource level so that IT 

teams can understand the impact of resource 

segmentation and segregation, and work 

around these requirements to ensure usability 

does not compromise security and vice-versa. 

Ensure that access permissions for administrators and individuals who require high privilege are segregated. 

•  The permissions of all entities within the 

network should each have a definition of why 

that particular permission is required (e.g. to 

fulfil BAU activities). These should not be vague, 

and should always be attributable directly to 

the role rather than a general "we think we need 

it". The point is to avoid generic role assignments 

and to always have a documented and proven 

case for it. 

•  There are multiple ways that segregation can be 

achieved in practice, with the use of completely 

separate accounts, ‘break glass’ accounts, and 

just-in-time access. An administrator user with one 

user account should not have administrative access 

privileges enabled all the time - instead, they should 

be activated when needed and for a set period of 

time. This generally prevents misuse if the user's 

token is compromised, and prevents the privilege 

remaining after the intended use period has expired.

You know your business better than 
any third-party. Leverage this knowledge 
and understanding to drive the 
conversation on Zero Trust without looking 
to expensive external support. 

It is always better to under-permission an entity then progressively add more privilege until there is 
no disruption to BAU, rather than over-permission by default for it to become a point of compromise.
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Evaluate your threat profile, considering:

•  What motivations would an attacker have for targeting your business?

•  In what ways can an attacker benefit by attacking your business,  

and what goals might they have once on your network?

•  How can an attacker manipulate your digital assets?

•  How can your business processes be abused using legitimate /  

intended functionality? 

•  How will an attacker traverse across your network to achieve their goals?

•  What information and technology assets would present a risk to your 

business if compromised?

•  Where are the most likely and pivotal entry points to your network? 

•  Who are the most high-risk users / user types to be compromised, or 

pose the highest risk if they become malicious?

Once these activities have been completed, the logical 
methods of segmenting your network resources, 
administrating your user accounts, and protecting your digital 
assets and technologies will be much clearer. From this point, 
it will be much easier to move toward implementation of the 
best practice approaches described in terms of both technical 
security and business operations.
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