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The content of this document includes detailed commercial, financial and legal information, which is confidential and

commercially sensitive. Disclosure of this content will harm the commercial interest of JUMPSEC LTD and for that reason any

of its information should not be disclosed as a request of The Freedom of Information Act 2000. The document or any part of

it should not be duplicated or the contents fransmitted to any third party without the express approval of JUMPSEC LTD.
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1. Infroduction

https://www .jumpsec.com/privacy-policy/

JUMPSEC Ltd are committed to protecting and respecting your privacy and personal data. We ask your consent to store it
(and you can withdraw this consent at any time). We store it securely. We process it fairly and lawfully. We never share it
with anyone. We will delete it if you ask us to. We won't contact you if you ask us not to.

This Privacy Policy sets out how JUMPSEC collect, use and process your personal data both when you use this welbsite and
elsewhere. This policy is compliant with the General Data Protection Regulation (GDPR) and is effective as of 25th May 2018.

JUMPSEC may update this Privacy Policy from time to time by amending this web page. Please check this page regularly
for changes to this Privacy Policy. If we make any material changes to this Privacy Policy we will notify you before they take
effect. Any such material changes will only apply to personal data collected after the revised Privacy Policy took effect.

If you have any queries regarding this policy and / or your data privacy, please contact us using any of the following:

Email: hello@jumpsec.com / Phone: 03339398080 / Address: JUMPSEC Limited, 3E&F Westpoint, 33-34 Warple Way, Acton,
W3 0RG

2. Who are we?¢

JUMPSEC help organisations overcome the continuously evolving cyber threat landscape. Established in 2012. JUMPSEC is a
limited partnership registered in England and Wales under regisfration no. 08327063, and is registered at 1 Golden Court,
Richmond, Surrey, TW9 1EU.

3. Whatis ‘personal data’?

The GDPR applies fo ‘personal data’, meaning any information relating to an identifiable person who can be directly or
indirectly identified from that information.

4. How do we collect personal datae

We collect personal data about you if you use our website, if you contact us about products and services, at events, if
you're a customer or supplier.

5. What type of personal data is collected and processed?

We collect and process the following personal data:

e Name and job title
Contact information including email address
Other information relevant to our products and services.

6. What are our lawful bases for processing personal data?

The GDPR demands that we have a valid lawful basis to process personal data. There are six available legal bases for
processing. We rely on at least one of the following legal bases when we collect personal data in the ways described above:

e Your consent, which is explicitly given and can be easily withdrawn
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e A legitimate interest, ours and / or yours. If you ask us for information, it is in your legitimate interest that we process
your personal data. If we have a contractual relationship with you, it is in both our legitimate interests that we process
your personal data.

/. How do we use personal data?

JUMPSEC use personal data for the following reasons:

To respond to explicit requests about our products and services

To improve our products and services

To manage our employees, suppliers, clients, contractors, prospects and contacts
To maintain our own accounts and records

To inform you of IT-related and JUMPSEC news, events, activities and services.

8. How long do we keep personal datae

We keep personal data so long as we have consent fo keep it or a legitimate inferest in keeping it.

9. What will we not do with personal datae

e We will not share your personal data with others unless they have a legitimate interest in it or we are required by law
to share it.

e  We will not transfer your personal date outside the European Economic Area or to any international organisation
without prior written content.

10. How secure is the personal data we process?

JUMPSEC is committed to ensuring that personal data is secure. Personal data is treated as strictly confidential.

To prevent unauthorised access or disclosure, we have put in place suitable physical, fechnical and managerial controls to
safeguard and secure personal data.

11.  What are your rights in relation to your personal data?

The GDPR gives individuals the following rights in relatfion fo their personal data:

e The right to be informed about the collector, collection, and processing of your personal data (which is what we are
doing in this Privacy Policy)

e Theright to access their personal data, i.e. you can ask us for a copy of your personal data. We must respond to such
requests within one month

e The right to rectification, i.e. you can ask us fo amend your personal data if it is inaccurate or out of date. We must
respond to such requests within one month

e The right to request that your personal data is erased where there is no compelling reason for its contfinued processing

e Theright to request that we restrict processing of your personal data if you contest its accuracy or the legitimacy of its
processing

e The right to data portability, i.e. the right to request that we provide you with your personal data in a structured,
commonly used and machine-readable format

e The right to object to the processing of personal data for legitimate interests, the performance of a task in the public
interest / exercise of official authority, direct marketing, and / or scientific or historical research and statistics

e Theright fo escalate any data privacy complaints to the Information Commissioners’ Office.
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12.  Where is your data stored?

The data we collect as mentioned in this policy can be stored in a number of locations based on how you contact us,
data we have collected during meetings/conferences and services you have or had with us. All data you have with us
could be contained within emaiil, internal file shares or selected 3rd party vendors where the utmost is done to protect the
security of the data.

13. Whatis the process for data breache

In the event of a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised
disclosure of, or access to, personal data, JUMPSEC shall promptly bring together its security team and then assess the risk
to confidential and/or sensitive information and if appropriate, report the breach the affected client(s) and to the ICO
(more information on the ICO website).

. We have robust breach detection, investigation and internal reporting procedures in place

. We have a process to record any personal data breaches, regardless of whether we are required to nofify

e Notify the ICO no later than 72 hours after becoming aware of a breach: https://ico.org.uk/for-organisations/report-a-
breach/

o If the breach is likely fo result in a high risk of adversely affecting individuals’ rights and freedoms, we will inform those
individuals without undue delay

14. How we use cookies

A cookie is a small file which asks permission to be placed on your computer’s hard drive. Once you agree, the file is added
and the cookie helps analyse web traffic or lets you know when you visit a particular site. Cookies allow web applications
to respond to you as an individual. The web application can tailor its operations to your needs, likes and dislikes by gathering
and remembering information about your preferences.

We use traffic log cookies to identify which pages are being used. This helps us analyse data about web page traffic and
improve our website in order to tailor it to customer needs. We only use this information for statistical analysis purposes and
then the data is removed from the system.

Overall, cookies help us provide you with a better website, by enabling us to monitor which pages you find useful and which
you do not. A cookie in no way gives us access to your computer or any information about you, other than the data you
choose to share with us.

You can choose to accept or decline cookies. Most web browsers automatically accept cookies, but you can usually modify
your browser setting to decline cookies if you prefer. This may prevent you from taking full advantage of the website.

15. Links to other welsites

Our website may contain links fo other websites of interest. However, once you have used these links fo leave our site, you
should note that we do not have any control over that other website. Therefore, we cannot be responsible for the protection
and privacy of any information which you provide whilst visiting such sites and such sites are not governed by this privacy
statement. You should exercise caution and look at the privacy statement applicable to the website in question.

16. Version History of Privacy Policy

V1 16/05/2018 full version of Privacy Policy Isabelle Bearn/Matt Norris

V2 25/09/2019 added branding Isabelle Bearn
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